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Abstract: Currently, Android is the most popular operating system for smartphones. At the same time, its security
situation is becoming increasingly serious. The following topics: the development course of Android version updates,
the features of Android system, Android security mechanism, analysis of Android security risks, Android malware
and attack, and the analysis and defense measures were covered. Finally, the current research status and progress,
and the future research directions regarding Android security were addressed.
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/1818 Intent Xf 4
intent.setAction(“com.droider.saveinfo”);  //3I{E
ivaEs

intent.putExtra(“password ", “12345678");  //[1 4

startService(intent); //Jii 3 IR 55 &b 3] 7 44 F % 74
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Intent intent = new Intent();

intent.putExtra(“username”, “ABC”);
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class T {

SecurityManager x;

}

class U {

MyObject x;

}

% Applet 17 F A .

T t = the pointer tagged T;

U u = the pointer tagged U;

t.x = System.getSecurity(); // % 45 B85

MyObject m = u.x
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